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Abstract:

The classic Japanese sci-fi manga Ghost in the Shell depicts a world where people are cyber-
enhanced and can connect directly to the network, making cyberattacks on the brain a
significant threat. With advances in neuroscience enabling increasingly precise control of
brain inputs and outputs via BCI, threats to the brain are becoming a reality. In response,
NICT has initiated long-term research on brain security through collaboration between the
Cybersecurity Research Institute and CiNet.

In the first half, we revisit the various brain-related threats depicted in Ghost in the Shell and
provide an overview of the background of brain security research as well as global research
trends in this field. We also introduce the initial considerations of brain security research at
NICT.

In the second half, we discuss cyberattacks designed to influence human cognition through
cyberspace. While the integration of cyberspace and physical space promotes a human-
centered society, there are concerns that cyberattacks could threaten people’s safety and
security in the physical world. Consequently, cognitive security against malicious influence
on individuals has emerged as a key research issue in Japan. Our goal is to understand the

impact of cyberattacks on cognition and propose methods to safeguard people's freedom



of decision-making.
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